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-----------------------------------------------------------ABSTRACT---------------------------------------------------------------- 

The concepts of secure transactions are essential for almost all online transaction. Generally such methodologies 

were adapted in recent days using one time password. The one time password is a random password generated by 

the server send to the user for their person authentication access. In contract with the traditional approach the 

work addresses the concept of two factor authentication for accessing and approving the one time password by the 

legitimate user. This works on all platforms and applications that are either may be online processed transaction 

done via system or electronic gadgets. This work will add additional secure measure despite the security poised by 

the one-time password. Also the work neglects the processing of automatic server processing by implementing the 

concept of self-reliable code that is generally termed as capcha code. 
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I. INTRODUCTION 

The concepts of OTP[1] using two factor semi-

automatic authentications messaging via secure 

channels are used widely in network mechanism. These 

methods are used in online secure transaction especially 

in the case of payment process. OTP can be achieved 

either via SMS or any digital messaging service for 

providing consistent service. The OTP messages will be 

duplicated as times when the medium lays inaccessible 

leads to duplicated services. The fore said mechanism is 

implemented in our work by avoiding duplication by 

maintaining medium information along with 

acknowledgement. The service will commit once for a 

while it accomplish successes fully. 

The problem with two factor authentication also has 

few pitfalls arises in the form of following outcomes 

(i) Sending SMS to users 

(ii) Delay messaging in sending/receiving 

(iii) Extending boundary 

(iv) Secure transaction 

Sending SMS to users: While sending the OTP to the 

user, the concern authority or the providers will send 

SMS in the form of OTP to the user electronic medium 

or gadgets for getting their instant approval for all the 

transaction.This involves two way communications for 

sending the SMS and receiving the acknowledgment. 

The receiving SMS will be charges depending on the 

provider’s constraint. If sending the SMS falls within 

the scope of the provider’s constraint then it will also be 

consider as the criteria for either sending or receiving 

the SMS. 

Delay messaging in sending/receiving: The receiving 

and sending SMS will be left unnoticed when the 

charge is taken by the provider and the message is not 

delivered. This is because of the huge network traffic 

and that leads to delay. Generally the delay arises in 

both ends(sending/receiving). In order to avoid such 

factor affecting the transaction the delay is measured 

and the alternative way has been chosen to resend the 

code that expire the previous message send via the same 

portal. 

Extending boundary: Generally the term boundary 

meant here as the limitation for sending and receiving 

SMS between the system and the user for making the 

transactions. Innetwork term it is referred as roaming. 

When the boundary of the network is increased, the 

criteria for making the transaction will vary and tend to 

change accordingly. Generally the delay in the network 

will increase when the distance increase as these two 

terms are directly proportional. 

Secure transaction: The concept of security is 

indulged for almost every online transaction. Generally 

such terms was checked with the online password 

generated by the user themselves. As the password hint 

is very narrow to be hacked the concept is extended 

further with random password check. Even this 

approach is viable to attack as the server is tent to 

produced random password which can also be hacked. 

To overcome this, concept of One-time password is 
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introduced by which both the ends are checked for 

liability before making the transaction. 

In this paper all the above mentioned criteria are 

addressed with the concept of two factor authentication 

which will be explained in detailed by the Section 4 of 

this work. 

II. LITERATURE SURVEY 

Leslie Lamport[3] holds the ownership for introducing 

the concept of OTP which address the principles of 

OTP by which two extreme ends users are authenticated 

simultaneously while making transaction. The main 

objective of OTP will avoid resending of the message 

when the previous message was left undelivered. Such 

mechanism is so called as Reply attack [5] which will 

increase the vulnerability of the transaction. 

 

N. Haller [2] uses the concept of S/Key for sending 

OTP initiated by a single seed. A seed is the systematic 

approach of the single system that either generates OTP 

or authenticates it. The usage of hash function applied 

for all the transaction made by the seed or the system. 

The hash function also addresses the length of the 

password generated for valid authentication system. 

 

The hash function used in the systematic approach of 

N.Hallerrepresents the length of the hash key 

represented as  ℎሺ�ሻ = ℎଵሺ�ሻ, ℎଶሺ�ሻ, ……ℎ�−ଵሺ�ሻ, ℎ�ሺ�ሻ (1) 

 

In order to send the OTP along with the hash function 

[6] the formulae is redefined as ℎሺ�ሻ = ℎሺ�ሻ + ܱ�ܲሺ�ሻ   (2) 

 

The above equation gives the length of the hash key 

generated by the approach shown the N.Haller work. To 

generate OTP along with hash function eqn (2) is used. 

 

To check both the system and user the eqn (3) is used ℎሺ�ሻ� = ℎሺ�ሻ� + ܱ�ܲሺ�ሻ�+ଵ  (3) 

where ‘t’ is the system authentication factor t-1 is the 

factor for sending the OTP and t+1 is the system 

increment.  

 

K. Bicakci and N. Baykal [4], focus on hash function 

along with its length that sends one-time password in 

infinite way of access. The protocol proposes RSA 

algorithm with the classification of private key and 

public key.  

 ℎሺ� + ݁ሻ = ℎሺ�ሻ + ܱ�ܲሺ�ሻ  (4) ℎሺ�ሻ = ℎሺ� + ݀ሻ + ܱ�ܲሺ�ሻ  (5) 

 

The classification of e and d, are encryption and 

decryption.  

 

III. EXISTING WORK 

The existing work addresses the concept of OTP using 

hash function with valid chain. It also addresses the 

encryption [8] along with hash function chain and the 

decryption works on the reverse factor with the same 

hash function and its length. 

 

To invoke security in the hash function that can be 

either hardware or software, a token is generated along 

with the system (seed). The timer concept of OTP is 

done with this concept and using the token the secure id 

is generated. 

 

In order to avoid public key cryptography, the concept 

of random password is generated and it leads to OTP 

generation. Hence there will be system will be 

generated and there will be another system which 

evaluated or authenticates it. 

The combination of OTP will be framed using system 

authentication S(A) and system generation S(G). The 

user login and authentication will works on the 

following points 

(1). User login process for making transaction 

(2). User was identified by the server 

(3). User corresponding OTP authentication process 

(4). User authentication process and server 

authentication check 

Figure (1) represents OTP generation using hash 

function using the above steps mentioned in the frame 

work.  

 

Fig 1: User authentication for OTP generation using hash functions 
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IV. PROPOSED WORK 

 

Fig 2: User login process 

This is the first phase of the process. The user is 

authenticated with username and password. The login 

process is classified based on the user login mode. Two 

modes are adapted in the process. First mode is the user 

mode and followed by the admin mode.  

 

The user mode is the seed mode by which both the user 

and the system are identified and the seed is set. The 

admin mode will guide the authentication process 

including user and the system for further access. The 

admin will provide access rights to the user so as their 

system. 

 

In this phase, OTP is generated with the default digit 

entry made to continue the process. Such process will 

avoid zombie attack and ensure the human is working 

with the digital media and in extend it works as a 

capcha based approach to authenticate the process. 

 

 

 

 

 

 

 

Fig 3: OTP generation 

 
The Fig 4 will make random hash function chain 

generation. This will initiate the process once after 

successful user based authentication is done by the 

system. 

 

The Fig 5 generates OTP generation. This will be 

followed by OTP generation where all the three process 

were combined to make successful authentication. 

 

The Fig 6 shows the successful login 

process with valid Random number 

generation in phase 1 and OTP 

generation in phase 2 and hence forth 

the technique is referred as two factor 

authentications. 

 

 

Fig 4: Hash chain generation 

 

Fig 5: Random OTP generation 

 

Fig 6: Login process success with OTP 

 

V. CONCLUSION 

The results shown in this work, implements two factor 

authentication and to continue further the  concept of 

hash chain function is also included in the  process. 

Future works reflects on public key cryptography for 

generating the code as this work address only the basis 

of OTP generation using hash function and that depends 

on seed or system classification. 
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